Cisco router basic SNMP v1 or v2 configuration guide

The following code is an example configuration for a cisco device using SNMP v1 or v2 showing how to configure and access list, an SNMP view, SNMP
read-only access and read-write access. If you would prefer to use SNMP V3 see our guide here.

If you are looking for a good SNMP management platform to provide fault and performance management you can download NMIS from here. NMIS is an
open source network management system, which supports Cisco devices including Nexus, ASR, CRS, Catalyst and good old 10S.

Configuration
The first command in the code below creates an access list that includes any device from 192.168.1.X and names the list 42.

The configuration then creates a view of the SNMP tree named NMIS8RO that allows the whole tree (iso is the root) to be visible (this could be changed so
only the ifTable was accessible, for example), the community string NMISreadView is then attached to the view NMIS8RO and added as read-only to the
access list 42.

The next line does almost the same thing, granting full access (no view specified) as read-only to our 42 access list.

If read-write access is required you can use the next line, it enables SNMP writes using NMISwrite as the community string that has full access to the
snmp tree (no view given) when connecting from access list 42.

Next location and contact details are configured.

! Access list tolinmt servers which can do SNWP
access-list 42 permt 192.168.1.0 0.0.0.255

!

I SNWP View to ensure entire SNMP Tree is available (optional)
snnp-server view NM S8RO i so i ncl uded

!

! Read only Community String with view and Access Li st
snnp-server comunity NM SreadVi ew vi ew NM S8RO RO 42

!

! Read only Community String and Access Li st

snnp-server comunity NM Sread RO 42

!

! Read wite community with access list (needed for |PSLA)
snnp-server comunity NM Swite RW42

!

I Set the location (optional)

snnp-server |ocation Brisbane, Queensland, Australia

!

! Set the contact (optional)

snnp-server contact NM S Dudes, +617 3555 5558

That should be all that is required to get basic SNMP access to your router configured. If you haven't already, add your cisco device to NMIS, instructions
to do that are here. Note: if you have setup your device and everything should be working but it doesn't, try using SNMP v1 (see the previous instructions
for how to do that in NMIS)

Testing

To test the new configuration use snmpwalk on your linux server running NMIS or your NMIS VM:

snmpwal k -v 2¢c -¢ NM Sread <cisco_device_nane_or_ip>1.3.6.1.2.1.1

This command should output something like this:


https://community.opmantek.com/display/NMIS/Using+SNMPv3+with+NMIS+for+Secure+Network+Management
https://opmantek.com/network-tools-download/
https://community.opmantek.com/display/NMIS/NMIS8+-+A+Quick+Getting+Started+Guide#NMIS8-AQuickGettingStartedGuide-AddinganodetomonitorbySNMP
https://opmantek.com/network-tools-download/

NMPv2-M B: : sysDescr.0 = STRING Cisco | 0S Software, 1841 Software (C1841- ADVENTERPRI SEK9-M, Version 12.4(25f),
RELEASE SOFTWARE (fc2)
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SNMPv2- M B: : sysCbjectI D.O = O D: SNWPv2-SM::enterprises.9.1. 620

DI SMAN- EVENT- M B: : sysUpTi nel nstance = Tineticks: (96372878) 11 days, 3:42:08.78
SNMPv2- M B: : sysContact. 0 = STRI NG

SNWPv2- M B: : sysNane. 0 = STRING cisco_device_nane_or_ip

SNWPv2- M B: : sysLocation.0 = STRI NG

SNMPv2- M B: : sysServices.0 = | NTEGER 78

SNWPv2- M B: : sysORLast Change. 0 = Tineticks: (0) 0:00:00.00

For more information, commands and sample configurations see the cisco configuration guide: http://www.cisco.com/en/US/docs/ios/12_2/configfun
/configuration/guide/fcf014.html
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