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Introduction

Credentials can have one of a few different types - snmp v.1/v.2, snmp v.3, ssh, ssh key, windows are all implemented. CAVEAT - ssh keys are not
implemented for Windows Open-AudIT servers as yet.

How Does it Work?

Credentials are stored in the "credentials” database table. The actual credential information is encrypted in storage. When a Discovery is run, a device
has it's specific credentials retrieved from the database, decrypted and tested. If these fail the list of credentials is also retrieved, decrypted and then
tested against the device starting with credentials known to have worked previously. Device specific credentials are stored at an individual device level
in the "credential" table (note - no 's’ in the table name). SSH keys are tested before SSH username / password. When testing SSH, credentials will
also be marked as working with sudo or being root.

NOTE - If you request a downloaded CSV, XML or JSON format (either a single credential, or the complete collection) the actual credential details
will be sent. Not the encrypted string, the actual username, password, community string, etc. Any sensitive details are not displayed in the web GUI,
but are made available via other formats. To prevent this export a configuration item is available called decrypt_credentials.

Creating Credentials

To make another credential entry use the menu and go to menu: Discover -> Credentials -> Create Credentials. Provide a name, organization and
optionally a description. Choose a type of credential. Once you do this, the additional fields will populate with the available configurable options.

Importing Credentials

Credentials can be imported en-masse using menu Discover Credentials Import Multiple Credentials. We use a CSV formatted file. That page
details the required columns.

Below is an example of the required csv format. The minimum required attributes for attributes are 'name’,'org_id','type"' and the credentials details
(see below). You should not include the edited_by and edited_date fields. These will be automatically set. If you include the "id" field and set it with a
number, that item will be updated rather than created. The field ‘credentials' is stored as an encrypted JSON object. You should use the field names of
‘credentials.attribute name'. For an example, an SNMP community string would be ‘credentials.community’. For an example, use the web interface to
create a credential set and then go to menu -> Admin -> Database and click on Discoveries. Then export to CSV. Valid credentials attributes are:
community, username, password, domain, ssh_key, authentication_passphrase, authentication_protocol, privacy_passphrase, privacy_protocol,
security_level, security_name. You should use a header line containing the names of the columns you wish to populate, then your data lines below
that.

"name","org_id","type","credentials.community","credentials.username”,"credentials.password"
“Public SNMP" 1" "snmp",“public®, """
"My SSH","1" "ssh",™ "my_user","my_password"

"Windows Creds","1","windows","","my_win_user@open-audit.com","my_win_password"
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[ oamt Notes

Credentials are encrypted when stored in the database.

When a Discovery is run, a device has its credentials retrieved
and tested for connection first (from the credential table). If
these fail, then credentials associated with the given Org
credentials.org_id is also tested against the device.
Working credentials are stored at an individual device level in
the credential table (note - no 's" in the table name)

SSH keys are tested before SSH username / password. When
testing SSH, credentials will also be marked as working with

sudo or being root.

For ease of use, Windows passwords should not contain a *or "
This is a remote WMI limitation, not an Open-AudiT limitation.

SSH Keys

You should copy and paste the entire file into the textbox. In the case below, copy ALL the text.



Proc- Type: 4, ENCRYPTED

DEK- | nf o: DES- EDE3- CBC, 328r ef bei f 03

duvbwui dnpowrpowenci ubvi encpontpoenr f ur ehoi er nf porj f oi er hi uebvvn
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9wl OnVf cdhhd8DExf gwFf W 2A0GaNYgEO TVUf RU21HQGBC+HoLy s Cla4CaHs RgVy
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1DZ2Hy Vm+k4DAzLx2BoA5ur W dl ni uber ovbei rvbi f evni envi r envi er nvi ner
ovnei uvni euf vbi uer bvi unvi uner vi oner oi vnoi er nvoi er nvoi ner voi ner oi
b2cnt EETWXZEzVudl j kOM 7d8F2f W/cFPYSh/ wnel 1A7kPi W\MOB1T3SRTi LS8f v4
t 8pr/ GvAsevzRe7q90MAf nAYNBUWCZ N++Ji t j gwRhj 1n/ Wrmxgf PuRweZ/ Y8cHzb
fSuJddcdl GBx7KH 7N r RCi 0Ac7l cRi / x+AgVs+7Cng0a50HT4Df A6A==

----- END RSA PRI VATE KEY-----

Viewing Credential Details

Go to menu: Discover -> Credentials -> List Credentials.

You will see a list of credential. You can view a credential by clicking on the blue view icon.
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You can also edit or delete your credentials.
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The database schema can be found in the application is the user has database::read permission by going to menu: Admin -> Database -> List Tables,
then clicking on the details button for the table.

APl / Web Access

You can access the collection using the normal Open-AudIT JSON based API. Just like any other collection. Please see The Open-AudIT API
documentation for further details.


https://community.opmantek.com/display/OA/The+Open-AudIT+API
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