Using NetFlow/IPFIX for Incident Response with opFlow

When a network breach is detected you need to take action, you don't have time to look over terabytes of packet data. You and your team need know
when and where the incident occurred. NetFlow data provides valuable information about all network activity, this data can be very useful for incident
response and can help you detect if your network has been compromised. opFlow is well equipped to read and organize flow data to help you quickly
understand when breaches occur and where to take action.

When logging into opFlow the default landing page is the Top 10 App Sources. This page displays information in a visually pleasing way notifying you of

the top application/sources of flow data. You may be able to detect a breach simply by noticing an unusual or unrecognized application/source on this
page. However, there is a much more detailed way in detecting a breach.
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Figure 1 - Top 10 App Sources

In opFlow, navigate to menu -> Views -> TopN. The TopN feature can display the top Applications, Top Application Sources, Top Application
Conversations, Top Listeners, Top Protocols, Top Talkers, and Top TOS. Select the Top Application Conversations and you will see what device or
interface is sending and receiving the most packets. For example, in Figure 2 below flow data captured the Source, Destination, Application, Port, as well
as the number of Flows and Packets. Using this information it would be easy to identify a DoS attack on your network by identifying unusually high
numbers of Flows/Packets being sent from an untrusted source. You can use NetFlow/opFlow along with DNS records to help you detect malicious traffic
such as suspicious VPN requests or requests to .gov and .edu sites when you should not have traffic from there. Noticing these types of activities early will
decrease your incident response time or possibly prevent an incident entirely.

& OopFlow 3.0.11  Views - Advanced  Fiter: Time Period: Modules ~  System - Help ~ @EN -~  User: nmis
Home / TopN ' Viewing: 2018-02-28T02:38:00 - 2018-02-28T04:36:07 1@ Auto Refresh
1= TopN Options Top Application Conversations
Source Destination Application Port Bits v Pkts. Flows ‘Avg Bits/sec Avg Pkts/s % Bytes % Pkts % Flows
Top Applications magni.opmantek.com Irukandj..opmantek.com UDP32760 32760 196,114,448 21,117 10 27670 3 14.8% 29% 0.1%
Top Application Sources magni opmantek.com faaken.opmantek.com UDP@2760  sere0 171249280 62524 115 24,176 8 f2e%  87% o.1%
kraken.opmantek.com magni.opmantek.com UDP:32760 32760 164,120,208 65,367 138 23,157 9 12.4% 9.1% 0.1%
at18-215.112- om demo.opmantek.com https. 483 26455584 2,443 20 3733 [ 20%  03% 0.0%
Top Conversations. di 1p1.prod. 1hoo.com demo.oprmantek.com https. 443 25,352,864 2201 14 3577 o 1.9% 0.3% 0.0%
media-router-fp1.prod. e demo.opmantek.com htips. 443 24,231,024 2,087 8 3419 0 1.8% 0.3% 0.0%
Top Listeners
di fp1.prod. rahe m de tek. hitps. 443 21,639,912 1,044 18 3,083 o 1.6% 0.3% 0.0%
Top Protocols irukandjl.opmantek.com magni.opmantek.com UDP:32760 32760 20,801,728 16,226 137 2,835 2 1.6%. 23% 0.1%
Top Talkers magni.opmantek.com google-public-dns-a.google.com domain 53 19,308,808 34,374 34,228 2737 5 1.5% 4.8% 335%
thor ‘asgard.opmantek.com snmp 161 15725832 10,818 391 2219 2 1.2% 15% 04%
Top TOS 203.36.100.7 demo.opmantek.com htips a3 14,076,952 1,547 14 2113 0 1% 02% 00%
Q Agent Selector thor ec2-54-175-147-155.compute-1.amazonaws.com https. 443 13,596,800 3,975 248 1918 1 1.0% 0.6% 0.2%
thor e¢2-52-21-89-200.compute-1.2mazonaws.com https. 443 12,102,432 3528 218, 1,708 o 0.9% 0.5% 0.2%
Agent thor. ec2-54-173-82-137.compute-1.amazonaws.com https. 443 11,498,208 3,427 217, 1622 o 0.9% 0.5% 0.2%
belab-rrd (10.248,0.1 203.36.190.11 demo.opmantek.com hitps. 443 10,676,832 1,082 10 1,506 o 0.8% 0.2% 0.0%
T Showing 1 o 15 of 8606 enries N . 2 4 2 5 7 26 m o o v j

bnelab-cet (10.248.0.11)
bnelab-ce? (10.248.0.12)
bnelab-ced (10.248.0.13)

Figure 2 - Top Application Conversations

Information on detecting DoS attacks can be found HERE: Detect DDoS attacks with opFlow


https://community.opmantek.com/display/opFlow/Detect+DDoS+attacks+with+opFlow
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