Using WMI to query and monitor Windows devices
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Introduction

NMIS uses WMIC to query Windows devices using remote WMI. You will fine the WMIC binary in /usr/local/nmis8/bin/wmic (or /usr/local/nmis9/bin/wmic).

Windows and WMIC are a little "picky" about the input fields they will accept and work with. Unless you have it "just right", you won't get the expected
result.

The Opmantek team have done some testing around this, our findings are below.

General Use of WMIC

The standard command to use WMIC is below.

./wmic -U SHORTDOVAI N/ USERNAVEYPASSWORD / / TARGET QUERY

Translating this into an actual example, we have

./wric -U W NDEVDOVAI N/ admi ni st rat or %y_adm n_password //192.168. 1.2 "SELECT * FROM W n32_Conput er Syst enf'

Attributes

The attributes are describe in more detail below.

SHORTDOMAIN

This is the Windows short domain name. It is not the fully qualified domain. IE, mydomain, not mydomain.open-audit.com. It is often referred to as the
NetBios Name.

The SHORTDOMAIN can be omitted and the query will validate the credentials against the local machine being queried.
The SHORTDOMAIN can be invalid and the query will validate the credentials against the local machine being queried.

If the SHORTDOMAIN is valid, the credentials will be validated against the Active Directory domain.

USERNAME

The user supplied to WMIC must have access to remote WMI queries.
If the target computer is not on a domain, in general it must be the Adminitrator account that is used.
The SHORTDOMAIN and USERNAME can be supplied as either SHORTDOMAIN/USERNAME or USERNAME@SHORTDOMAIN.

More info - https://docs.microsoft.com/en-us/windows/win32/wmisdk/user-account-control-and-wmi?redirectedfrom=MSDN

PASSWORD

WNMI itself cannot cater to password that contain both single and double quotes. It is recommended to avoid these characters altogether in the password.


https://docs.microsoft.com/en-us/windows/win32/wmisdk/user-account-control-and-wmi?redirectedfrom=MSDN

Using a pipe character in the password is also fraught with danger. Obviously the pipe character | directs the output of one command into another in the
Linux shell. The can be avoided when using th eshell by enclosing the entire password in double quotes.

W NDEVDOVAI N/ adni ni st rat or % ny| adm n| passwor d"

TARGET

The target Windows computer should be specified as either the IP address or the hostname only (that must resolve in DNS).

Providing a FQDN to the target even if DNS resolves it, will not work as Windows relies on netbios for some aspects of authentication with Linux does not
provide.

QUERY

Standard WMI queries are catered to. For more information, see the WMI reference at Microsoft - https://docs.microsoft.com/en-us/windows/win32/wmisdk
/wmi-reference

Example

On the command line.

marku@est:/usr/local /nm s8/bin$ ./wric -U W NDEVDOVAI N admi ni st rat or %y_adnm n_password //10.152.0.40 "Sel ect *
from W n32_CQper ati ngSyst enf

CLASS: W n32_QperatingSystem

Boot Devi ce| Bui | dNunber | Bui | dType| Capt i on| CodeSet | Count r yCode| Cr eat i onCl assNane| CSCr eat i onC assNane| CSDVer si on| CS
Nane| Current Ti meZone| Dat aExecut i onPreventi on_32Bi t Appl i cati ons| Dat aExecut i onPreventi on_Avai | abl e| Dat aExecut i onPr
evention_Drivers| Dat aExecuti onPreventi on_Support Pol i cy| Debug| Descri ption| Di stributed| Encrypti onLevel | For egr oundA
ppl i cati onBoost | Fr eePhysi cal Menor y| Fr eeSpacel nPagi ngFi | es| FreeVi rtual Menory| | nst al | Dat e| Lar geSyst enCache| Last Boo
t UpTi me| Local Dat eTi ne| Local e| Manuf act ur er | MaxNurber OF Pr ocesses| MaxPr ocessMenor ySi ze| MJI Languages| Nane| Nunber O Li
censedUser s| Nunber OF Pr ocesses| Nunber Of User s| Oper at i ngSyst enSKU| Or gani zat i on| GSAr chi t ect ur e] CSLanguage| OSPr oduct S
ui te| OSType| & her TypeDescri pti on| PAEEnabl ed| Pl usProduct | D] Pl usVer si onNunber | Por t abl eOper ati ngSysteni Pri mary| Prod
uct Type| Regi st er edUser | Seri al Nunber | Ser vi cePackMaj or Ver si on| Ser vi cePackM nor Ver si on| Si zeSt or edl nPagi ngFi | es| St at
us| Sui t eMask]| Syst enDevi ce| Syst enDi rect ory| Syst enDri ve| Tot al SwapSpaceSi ze| Tot al Vi rt ual MenorySi ze| Tot al Vi si bl eMeno
rySi ze| Ver si on| WndowsDi rectory

\ Devi ce\ Har ddi skVol une2| 14393| Mul ti processor Free| M crosoft Wndows Server 2016

Dat acent er| 1252| 1| W n32_Oper ati ngSyst en] W n32_Conput er Systenj (nul |)

| W NNOW Of True| True| True| 3| Fal se| | Fal se| 256] 2| 2444088| 943512| 3478896| 20201021053937. 000000+000]| 0| 20210531040349.
499770+000| 20210604010119. 214000+000| 0409| M crosoft Cor por ati on| 4294967295| 137438953344| (en- US) | M cr osof t

W ndows Server 2016 Datacenter| C.\ Wndows|\ Devi ce\ Har ddi skO\ Partition3]| 0] 57|8|8| (null)|64-bit]1033]|400| 18| (null)
| Fal se| (nul )| (null')| Fal se| True| 3| (nul I')| 00376- 40000- 00000- AA947| 0| 0] 1048576| OK| 400| \ Devi ce\ Har ddi skVol une3| C:

\ W ndows\ syst enB82| C: | 0] 5241572| 4192996| 10. 0. 14393| C: \ W ndows

Using WMI with NMIS Attributes

The Windows user account being used must be a member of the Administrators group on the target device. By default, members of the active directory
group "Domain Admins" are members of the clients Administrators group. Your specific Active Directory may have another Active Directory group you
would prefer to use. As long as the user account is a member of the Administratos group on the target machine, it should work fine at least as far as
access rights are concerned.

Use the IP address of the target in Host Name/IP Address field.

Use shortdomain/username in the WMI Username field.

Use your password in the WMI Password field.

Other useful links

Connecting to WMI remotely - https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-remotely-starting-with-vista?
redirectedfrom=MSDN

Target Client Configuration (from the Open-AudIT wiki)

Connecting to WMI on a Remote Computer - https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-on-a-remote-computer
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