Open-AudIT Default Configuration Values and Description

Below are the default values and a description for the configuration of Open-AudIT. These can all be changed to work as you desire.

To change these using the GUI in Open-AudIT navigate to menu -> Admin -> Configuration -> All

B Open-AudiT Enterprise 33.0  View - Discover =  Report = Manage ~

Home

Configuration

50~ records per page
Details  Name © value
access_token_count 20
access_token_enable y
blessed_subnets_use y
collector_check_minutes 5
create_change_log y
create_change_log_bios y
create_change_log_disk y
create_change_log_dns v
create_change_log_file y
create_change_log_ip v
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| create_change_l og_bi os
create an entry in the change
tabl e.

| create_change_l og_di sk
create an entry in the change
tabl e.

| create_change_| og_dns
create an entry in the change
tabl e.

| create_change_l og_file
create an entry in the change
tabl e.

| create_change_log_ip

create an entry in the change
tabl e.

| create_change_l og_| og
create an entry in the change
tabl e.

| create_change_| og_nenory
create an entry in the change
tabl e.

| create_change_| og_nodul e
create an entry in the change
tabl e.
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create an entry in the change
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Description

Allow this many access tokens o be stored in the cookie.

‘Should we enable access tokens for CSRF mitigation.

‘Should we only accept data from the blessed subnets list

‘The default check interval for collectors.

‘Should Open-AudIT create an entry in the change log table if a change is detected.

‘Should Open-AudIT create an entry in the change log table if a change is detected in the bios table.

Should Open-AudIT create an entry in the change log table if a change is detected in the disk table.

‘Should Open-AudIT create an entry in the change log table if a change is detected in the dns table.

Should Open-AudIT create an entry in the change log table if a change is detected in the file table.

‘Should Open-AudIT create an entry in the change log table if a change is detected in the ip table.
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|
y | bool
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y | bool
if a change is detected in the log
|
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Shoul d we enabl e

Should we only

|
The default check

Shoul d Open-Audl T

Shoul d Open-Audl T

Shoul d Open-Audl T

Shoul d Open-Audl T

Shoul d Open-Audl T

Shoul d Open- Audl T

Shoul d Open-Audl T

Shoul d Open-Audl T

Shoul d Open-Audl T

Shoul d Open-Audl T



tabl e.

| create_change_l og_not her boad |y
create an entry in the change log table if
tabl e.

| create_change_| og_net st at |y
create an entry in the change log table if
tabl e.

| create_change_| og_netstat_dynam c | n
create an entry in the change log table if
greater. |

| create_change_l og_netstat_registered | n
create an entry in the change log table if
range of 1024 to 49151. |

| create_change_| og_netstat_well_known | y
create an entry in the change log table if

| ower .

| create_change_l og_network |y
create an entry in the change log table if
tabl e.

| create_change_l og_nnap |y
create an entry in the change log table if
tabl e.

| create_change_| og_opti cal |y
create an entry in the change log table if
tabl e.

| create_change_l og_pagefile |y
create an entry in the change log table if
tabl e.

| create_change_l og_partition |y
create an entry in the change log table if

tabl e.

| create_change_l og_policy

create an entry in the change |og
tabl e.

| create_change_| og_pri nt_queue
create an entry in the change | og
tabl e.

|y
table if

|y
table if

| create_change_| og_processor |y
create an entry in the change log table if
tabl e.

| create_change_l og_route |y
create an entry in the change log table if
tabl e.

| create_change_l og_san |y
create an entry in the change log table if
tabl e.

| create_change_| og_scsi |y
create an entry in the change log table if

tabl e.

| create_change_l og_server

create an entry in the change |og
tabl e.

| create_change_l og_server_item
create an entry in the change | og
tabl e.

| create_change_| og_service
create an entry in the change |og
tabl e.

| create_change_| og_share

create an entry in the change | og
tabl e.

| create_change_| og_software
create an entry in the change | og
tabl e.

| create_change_| og_software_key
create an entry in the change | og
tabl e.

| create_change_| og_sound

create an entry in the change | og
tabl e.
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create an entry in the change
tabl e.

| create_change_| og_user
create an entry in the change
tabl e.

| create_change_l og_user_group

create an entry in the change
tabl e.

| create_change_l og_vari abl e
create an entry in the change
tabl e.

| create_change_l og_vi deo
create an entry in the change
tabl e.

| create_change_l og_vm
create an entry in the change
tabl e.

| create_change_| og_w ndows
create an entry in the change
tabl e.

| database_show row |imt

to show, rather than downl oad
tabl e.

| decrypt_credentials
or export credentials,
t hem

| default_network_address
ext er na
Audl T.

| del ete_noncurrent

all non-current

dat a.

|

| del ete_noncurrent_bios
non-current bios

dat a.

|

| del ete_noncurrent_disk
non-current di sk

dat a.

|

| del ete_noncurrent_dns
non-current dns

dat a.

|

| delete_noncurrent_file
non-current file

dat a.

|

| delete_noncurrent_ip
non-current ip

dat a.

|
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non-current nenory

dat a.

|
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| del ete_noncurrent_nonitor
non-current nonitor

dat a.
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dat a.

| del ete_noncurrent_netstat
non-current netstat

dat a.

|

| del ete_noncurrent_network
non-current network

dat a.

|

| del ete_noncurrent_nmap
non-current nmap

dat a.

|

| del ete_noncurrent_optical
non-current optical

dat a.

|

| del ete_noncurrent_pagefile
non-current pagefile

dat a.

|

| delete_noncurrent_partition
non-current partition

dat a.

| del ete_noncurrent_policy
non-current policy

dat a.

|

| del ete_noncurrent_print_queue
non-current print_queue

dat a.

| del ete_noncurrent_processor
non-current processor

dat a.

| del ete_noncurrent_route
non-current route

dat a.

|

| del ete_noncurrent_san
non-current san

dat a.

|

| del ete_noncurrent_scs
non-current scs

dat a.

|

| del ete_noncurrent_server
non-current server

dat a.

|

| del ete_noncurrent_server_item
non-current server_item

dat a.

| del ete_noncurrent_service
non-current service

dat a.

|

| del ete_noncurrent_share
non-current share

dat a.

|

| del ete_noncurrent_software
non-current software

dat a.

|

| del ete_noncurrent_sof tware_key
non-current software_key
dat a.

| del ete_noncurrent_sound
non-current sound

dat a.
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| del ete_noncurrent_task | n | bool | Should we delete
non-current task

dat a.

|

| del ete_noncurrent_user n | bool | Should we delete
non-current user

dat a.

|

| del ete_noncurrent_user_group | n | bool | Should we delete
non-current user_group

dat a. |
| del ete_noncurrent_variabl e |y | bool | Should we delete
non-current variable

dat a.

|

| del ete_noncurrent_video n | bool | Should we delete
non-current video

dat a.

|

| del ete_noncurrent_vm | n | bool | Should we delete
non-current vm

dat a.

|

| del ete_noncurrent_w ndows n | bool | Should we delete
non-current w ndows

dat a.

|

| device_auto_delete | n | bool | Should we delete
the device data conpletely fromthe database when the device status is set to

Del et ed. |

| discovery_default_scan_option | 1 | nunber | The default

di scovery options for

Nmap.

|

| discovery_ip_exclude | | text | Populate this
list with ip addresses to be excluded from discovery. |IPs should be separated by a

space. |

| discovery_ limit | 20 | nurmber | The maxi mum
nunber of concurrent discoveries we should

run.

| discovery_linux_script_directory | /tnp/ | text | The directory the
script is copied into on the target

devi ce. |

| discovery_linux_script_perm ssions | 700 | text | The perm ssions
set on the audit_linux.sh script when it is copied to the target

devi ce.

| discovery_Ilinux_use_sudo |y | bool | When running

di scovery commands on a Linux target, should we use

sudo. |

| discovery_override_nnmap | n | bool | Override the
detction of Nmap to enable

di scoveri es. |

| discovery_pid | number | The discovery
gueue process

pi d.

|

| discovery route_retrieve_limt | 500 | nunber | When discovering

a device using SNWP, do not retrieve the route table if it contains nore than this nunber of
entries. |

| discovery_ssh_timeout | 300 | nunber | Tineout duration
(in seconds) when discovering a device via

SSH. |

| discovery_sudo_path | | text | Optiona

hardcoded path to sudo executable. Comma seperated for nultiple

pat hs.

| discovery_sunos_use_sudo |y | bool | When running

di scovery commands on a SunCS target, should we use

sudo. |

| discovery_use_dns |y | bool | Should we use DNS

for 1ooking up the hostnane and



domai n.
| discovery_use_ipm

y

i pmtool for discovering managenent ports if ipmtool is

instal | ed.

| discovery_use_vintage_service
the old way of running discovery with the Apache service

account

| display_version
on the web

pages.

|

| downl oad_reports

to advise the browser to download as a file or display the csv

reports.
| graph_days

days to report on for the Enterprise

gr aphs.
| gui_trimcharacters

table of information in the web GU

| honmepage

default page should be directed to this

endpoi nt

| internal _version
nuneri ca

versi on

| log_leve

whi ch severity of event (at

| ogged.
| log_retain_level_0O

how many days to keep | ogs

0
| log_retain_level_1

how many days to keep | ogs

1.
| log_retain_level_2

how many days to keep |ogs

2
| log_retain_level_3

how many days to keep |ogs

3
| log_retain_level_4

how many days to keep |ogs

4
| log_retain_level_5

how many days to keep | ogs

5
| log_retain_level _6

how many days to keep | ogs

6
| log_retain_level 7

how many days to keep | ogs

7

| maps_api _key
Coogl e

Maps.

|

| maps_url
addr ess of
opMaps.

|

| mat ch_dbus

devi ce based on its dbus
id.

| match_dns_fqdn

device based on its DNS
fqdn.

| mat ch_dns_host nane
device based on its DNS
host nane

n

3.3.0

y

|
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| match_fqdn

device based on its

fqdn.

|

| mat ch_host nane

devi ce based only on its

host nane

| mat ch_host nane_dbus

devi ce based on its hostname and dbus
id.

| match_host nane_seri a

devi ce based on its hostnane and
seri al

| match_host name_uui d

devi ce based on its hostnane and
uul D.

| match_ip

device based on its

ip.

|

| match_i p_no_data

device based on its ip if we have an existing device with no

dat a.

| match_mac

devi ce based on its nmac
addr ess.

| match_mac_vnwar e

devi ce based mac address even if its a known likely duplicate from

VMnar e.

| match_serial

device based on its seria
nunber .

| match_serial _type

device based on its serial and
type.

| match_sysnane

device based only on its SNWP
sysNane.

| match_sysnane_seri al

devi ce based only on its SNWP sysNane and

seri al
| match_uuid
device based on its

Ul D.

|

| nms

export to NM S
functions.

|

| nmis_url
address of

NM S,

|

| oae_license

Open-Audl T

Enterprise

|

| oae_product

install ed commerci al

application

|

| oae_pronpt

activate a license for Open-Audl T
Enterprise

| oae_url

address of Open-Audl T

Enterprise

|

| output_escape_csv

so Excel will not attenpt to run
contents

y

y

n

y

y

y
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boo
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| page_size | 1000 | number | The default limt
of rows to

retrieve.

|

| process_netstat_w ndows_dns | n | bool | Should we keep
track of Wndows netstat ports used by DNS above port

1000. |

| queue_count | O | nunber | The current
nunber of concurrent device scans

runni ng. |

| queue_linmt | 20 | nunber | The maxi mum
nunber of concurrent device scans we shoul d

run. |

| rss_enable |y | bool | Enable the RSS
feed.

|

| rss_url | https://comunity. opmant ek. conf rss/ QA xm | text | The RSS feed
URL.

|

| servers | | text | The servers to
report to when using Agent / Collector /

Server. |

| server_ip | | text | The locally
detected | P Addresses of this

server. |
| uuid | unique per installation | text | The uni que
identfier of this Open-Audl T

server.
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