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Open-AudIT Enterprise is distributed as a self-extracting installer file; to install or upgrade you just need to download that file from the website
and then run it in your shell.

BEFORE YOU DO - Read this article as there are things to know before you do it.

Requirements

Root level access to the Linux server.
Basic Linux knowledge.
A 64bit linux server running one of - RedHat 6, Centos 6, Debian 6 or 7, Ubuntu 12.04 or 14.04.

Perl installed on the server.

Description

As at version 1.4, the linux installer script has changed.
NOTE - Debian based distributions will receive an error about a missing perl package. This is safe to ignore and will be addressed in a future version.

Dependencies are checked and if not present, can be installed by the installer script.

CentOS / RedHat considerations

If you have a minimal install of Centos or RedHat, you will likely need to install the perl-core package to be able to run the installer.

yuminstall perl-core

SELinux

If SELinux is installed and running, you will need to disable it.

To stop SELinux run the command

setenforce 0

To ensure it does not start after a reboot, edit the file /etc/sysconfig/config and change the line
SELINUX=enforcing
to

SELINUX=permissive


https://community.opmantek.com/display/opCommon/The+Opmantek+Installer

ipTables (for RedHat 6 / Centos 6)

ipTables is installed, active and blocks all ports except port 22 by default. You can disable ipTables completely or allow only port 80.

To disable ipTables completely, run the following commands:

service iptables stop

then stop it from starting with

chkconfig iptables off

To allow only port 80, run the following commands:

iptables -1 INPUT 5 -i ethO -p tcp --dport 80 -mstate --state NEW ESTABLI SHED -j ACCEPT

and then save it

service iptables save

Firewall (for Redhat 7 / Centos 7)

You can disable firewalld completely or allow only port 80.

To disable firewalld completely, run the following commands:

service firewalld stop

then stop it from starting with

chkconfig firewalld off

Installing / Upgrading

All commands should be run as root (you can "sudo su" on Ubuntu).

When an upgrade is performed, Your database will NOT be upgraded. You will need to log on to Open-AudIT - when you do you will be prompted to
upgrade it.

NOTE - Any commands that have <SOMETHING> in them require that you substitute <SOMETHING> for the appropriate value. For example, if your
server's hostname is 'vali', and the command states echo "<HOSTNAME>" >> somefile.txt you should type echo "vali" >> somefile.txt. The specific value
of <HOSTNAME> refers to the hostname of your server.

<HOSTNAME> can be obtained by running the command 'hostname’.

As of February 2016, Open-AudIT Enterprise is distributed as a self-extracting installer file; to install or upgrade you just need to download that file from the
website and then run it in your shell.

Apache Proxy Config on RedHat

If the installer cannot find your Apache config directory (usually only on Ubuntu), you will need to manually copy the Apache proxy config file.

On RedHat, your apache configuration directory will likely be in /etc/httpd/conf.d
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cp /usr/local /onk/install/04omk-proxy.conf /etc/httpd.conf.d/

Set the server name for Apache and restart.

echo "Server Name <HOSTNAME>" >> /etc/httpd/conf/httpd. conf
chsh -s /bin/bash apache
service httpd start

Apache Proxy Config on Debian

If the installer cannot find your Apache config directory (usually only on Ubuntu), you will need to manually copy the Apache proxy config file.

On RedHat, your apache configuration directory will likely be in /etc/apache2/conf.d

cp /usr/local/onk/install/04onk-proxy.conf /etc/httpd.conf.d/

Set the server name for Apache and restart.

echo "Server Nanme <HOSTNAME>" >> /et c/ apache2/ apache2. conf
service apache2 restart

Apache Proxy Config on Ubuntu
If the installer cannot find your Apache config directory (usually only on Ubuntu), you will need to manually copy the Apache proxy config file.

On Ubuntu, your apache configuration directory will likely be in /etc/apache2/conf-available. You will also need a symlink to conf-enabled.

cp /usr/local/onk/install/04onk-proxy.conf /etc/apache2/conf-avail able
In -s /etc/apache2/ conf-avail abl e/ 04onk- proxy. conf /etc/apache2/ conf-enabl ed/ 04onk- proxy. conf

Set the server name for Apache, enable mod-proxy and restart.

echo "Server Name <HOSTNAME>" >> /etc/apache2/ apache2. conf
a2ennod proxy_http
service apache2 restart

Configure PHP on RedHat

You will need to ensure your PHP timezone is set correctly. You can check which time zones PHP supports at http://www.php.net/manual/en/timezones.
php You can find out your server's timezone by running the command:

cat /etc/sysconfig/clock | grep ZONE | cut -d"\"" -f2

Configure PHP (substituting <TIMEZONE> from above). Set your PHP defaults:
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sed -i -e 's/menory_limt/;menory_limt/g" /etc/php.ini
echo "nenory_limt = 512M >> /etc/ php.ini

sed -i -e 's/max_execution_tine/; max_execution_tinme/g" /etc/php.ini
echo "max_execution_tinme = 300" >> /etc/php.ini

sed -i -e 's/max_input_tinme/;max_input_tine/g" /etc/php.ini

echo "max_input _tine = 600" >> /etc/php.ini

sed -i -e 's/error_reporting/;error_reporting/g /etc/php.ini

echo "error_reporting = E_ALL" >> /etc/php.ini

sed -i -e 's/display_errors/;display_errors/g /etc/php.ini

echo "display_errors = On" >> /etc/php.ini

sed -i -e 's/upload_max_fil esizel/;upload_nex_filesize/g /etc/php.ini
echo "upload_max_filesize = 10M >> /etc/ php.ini

sed -i -e 's/date.tinezone/;date.ti mezone/g' /etc/php.ini

echo "date.timezone = <TI MEZONE>" >> /etc/php.ini

Configure PHP on Debian / Ubuntu

You will need to ensure your PHP timezone is set correctly. You can check which time zones PHP supports at http://www.php.net/manual/en/timezones.
php You can find out your server's timezone by

cat /etc/tinezone

Configure PHP (substituting <TIMEZONE> from above). Set your PHP defaults

sed -i -e 's/menory_limt/;nmenory_limt/g [/etc/php5/ apache2/ php.ini

echo "nmenmory_limt = 512M >> /et c/ php5/ apache2/ php. i ni

sed -i -e 's/max_execution_tine/; max_execution_tinme/ g /etc/php5/ apache2/ php.ini
echo "max_execution_time = 300" >> /etc/php5/apache2/ php.i ni

sed -i -e 's/max_input_time/; max_i nput_tine/ g /etc/php5/apache2/ php.i ni

echo "max_input _tine = 600" >> /etc/php5/apache2/ php.i ni

sed -i -e 's/error_reporting/;error_reporting/g /etc/php5/apache2/php.ini

echo "error_reporting = E_ALL" >> /etc/ php5/apache2/ php.i ni

sed -i -e 's/display_errors/;display_errors/ g /etc/php5/apache2/ php.ini

echo "display_errors = On" >> /etc/ php5/apache2/ php. i ni

sed -i -e 's/upload_max_filesizel/;upload_max_filesizel/g /etc/php5/ apache2/ php.ini
echo "upl oad_max_filesize = 10M >> /et c/ php5/ apache2/ php.i ni

sed -i -e 's/date.tinezone/;date.tinmezone/ g /etc/php5/apache2/ php.ini

echo "date.timezone = <TI MEZONE>" >> /etc/php5/apache2/ php.ini

You may need to manually enable mcrypt in PHP.

php5ennod ncrypt

Example

An example of an upgrade on Ubuntu 14.04 from v1.3.2 to v1.4 is below.

root @bunt ul404:/tnp/ Open-Audl T-1.4.0# ./installer

B o

Open-Audl T (1.4.0) Installation script

++++++

This installer will install Open-Audl T into /usr/local/onk.

To select a different installation |location please rerun the installer with the -t option.
Ok to proceed with installation?


http://www.php.net/manual/en/timezones.php
http://www.php.net/manual/en/timezones.php

Type 'y' or hit <Enter> to accept, any other key for 'no
B e e L B L ot S e
performng pre-installation steps

+++++++HH
B e L B L o e
Oprmant ek daenon init scripts detected

++++++
Ok to shut down running Oprmant ek daenons for the duration of the installation?

Type 'y' or hit <Enter> to accept, any other key for 'no': vy

Looking for old installations..

B e I o o o o 0 o I o o

An ol d | egacy installation was detected

B e L B L RNt

The installer has found a pre-existing installation of one or nore

Opmant ek products in /usr/local/onk.

The installation can proceed but may cause disruptions to installed | egacy products other than Open-Audl T
If you agree to continue, the installer will take a backup snapshot of your conplete previous installation and
then prepare the installation environnent for QOpen-Audl T

Do you want to continue the installation?

Type 'y' or hit <Enter> to accept, any other key for
Creating | egacy snapshot, please wait...

Snapshot created, file name: /root/onk-1egacy-2014-08-20.tg9z

The installer has created a full snapshot of your previous installion in /root/onk-Iegacy-2014-08-20.tgz. The
installation of Open-Audl T will now proceed

Shoul d you need to revert to your previous installation status, sinply renove all contents of /usr/local/onk and
unpack the snapshot

rm-rf /usr/local/onk/* &% tar -C/ -xzvf /root/onk-1egacy-2014-08-20.tgz

Hit <Enter> when ready to continue

e e B L e o

Checki ng the Open-Audl T dependenci es

B e B L o R S

Requi red package nysql -server is installed

Requi red package apache2 is installed

B e B o S R R

Requi red packge apache2-utils is not installed

++++++

Open- Audl T requires package apache2-utils to be installed and configured

Do you want to install this package now?

Type 'y' or hit <Enter> to accept, any other key for 'no': y

Using apt-get to install apache2-utils

Requi red package |ibapache2-nod-proxy-htnml is installed

Requi red package |ibapache2-nod-php5 is installed

Requi red package openssh-client is installed

Requi red package php5 is installed

Requi red package php5-ldap is installed

Requi red package php5-ntrypt is installed

Requi red package php5-nysql is installed

Requi red package php5-snnp is installed

Requi red package nmap is installed

Requi red package zip is installed

Requi red package wget is installed

Requi red package curl is installed

Requi red package sshpass is installed

Requi red package screen is installed

Requi red package snmbclient is installed

Requi red package logrotate is installed

+++++++H

Requi red packge |ibtime-parsedate-perl is not installed

+4++++++ A

Open- Audl T requi res package |ibtine-parsedate-perl to be installed and configured

Do you want to install this package now?

Type 'y' or hit <Enter> to accept, any other key for
Using apt-get to install |ibtime-parsedate-perl
------- COMVAND RETURNED EXI T CODE 100--------
apt-get -yq install |ibtime-parsedate-perl Reading package lists... Building dependency tree... Reading state
information... E: Unable to | ocate package |ibti nme-parsedate-per

Looki ng for an existing Open-Audl T Comunity installation..

Do you want to perform a backup of your Open-AudlIT installation?

Type 'y' or hit <Enter> to accept, any other key for 'no': vy

Backi ng up dat abase openaudit

Open- Audl T Backup created successfully, file nanme: /root/open-audit-backup-2014-08-20.tgz

+++++++H

copying files

+4++++++ A

y

no': vy

no': y

B o o o o T B B B G o o B B o o S S SO Ao
done copying files

+++++++H
B o o o o S R B B L o o o o e S TS S S S SR S Ao
perform ng post-installation operations

++++++



Qpen-Audl T needs the live configuration files in /usr/local/onk/conf/, and ships the defaults in /usr/local/onk
linstall/. If you agree, the installer will copy all mssing files to the live configuration directory - it wll
not overwite any files that are already present.

Ok to copy new or nmissing config files into the live configuration directory?

Type 'y' or hit <Enter> to accept, any other key for 'no': y

Init script for Opmantek daenon al ready present.

Installing conveniece syminks

B e B o S S

Updated logrotation config file onk-rotate.conf available

B e o B L o o S

Ok to install the updated |logrotation config file onk-rotate.conf?

Type 'y' or hit <Enter> to accept, any other key for 'no': y

B B L e e o I

Updated logrotation config file open-audit-rotate.conf avail able

++++++

Ok to install the updated |ogrotation config file open-audit-rotate.conf?

Type 'y' or hit <Enter> to accept, any other key for 'no': vy

Upgr adi ng Opmant ek Modul es file

B e I o o o o 0 o I o o

Adj usting users, ownerships and perni ssions

B e B e L R S

Primng remaining directories

++++++

Confi guration Updates

+++++++H

The new version of Open-Audl T may have introduced new configuration itens, which can be added automatically (wth
their default settings).

Do you want to inport any new configuration settings now?

Type 'y' or hit <Enter> to accept, any other key for 'no': y

Updati ng conmbn config with new defaults.

Apache config directory unknown or non-existent, cannot install proxy config file!

Pl ease note that the QU for your Open-Audl T installation will only be avail abl e

at the URL http://local host: 8042/ until you configure Apache, and enable the Apache proxy with the config file .
/install/04onk-proxy.conf or equivalent.

Hit <Enter> when ready to continue.

++++++

Installing Open-AudlT files

+++++++H++H

B e B B L o R E

Copyi ng Open-Audl T Wb files

+++++++H

Upgrade of existing Open-Audl T installation, no database initialisation required.

+4++++++ A

perform ng final update operations

e T et B R R e

+++++++H++H

Adj usting Open-Audl T for standal one operation

B e L o o S S

Adj usting Login Banner

B L et B L

Det ecting Configurati on Changes

++++++

Wul d you like to see an overview of all changed configuration itens?

Type 'y' or hit <Enter> to accept, any other key for 'no': vy

Perform ng config diff check, please wait...

Can't locate Tine/ParseDate.pmin @NC (you nay need to install the Tine::ParseDate nodule) (@NC contains: /usr
/local /onk/bin/../lib /etc/perl /usr/local/lib/perl/5.18.2 /usr/local/share/perl/5.18.2 /usr/lib/perl5 /usr/share
/perl5 /usr/libl/perl/5.18 /usr/share/perl/5.18 /usr/local/lib/site_perl .) at /usr/local/onk/bin/../lib/lOW

/ Common. pm | i ne 74.

BEG N fail ed--conpil ation aborted at /usr/local/onk/bin/../1ib/OW Common. pmline 74.

Conpilation failed in require at /usr/local/onk/bin/opdiffconfigs.pl line 40.

BEG N fail ed--conpilation aborted at /usr/local/onk/bin/opdiffconfigs.pl line 40.

Can't |ocate Tine/ParseDate.pmin @NC (you nay need to install the Tine::ParseDate nodule) (@NC contains: /usr
/local/onk/bin/../lib /etc/perl [usr/local/lib/perl/5.18.2 /usr/local/share/perl/5.18.2 /usr/lib/perl5 /usr/share
/perl5 [usr/lib/perl/5.18 /usr/share/perl/5.18 /usr/local/lib/site_perl .) at /usr/local/onk/bin/../lib/OW

/ Common. pm |i ne 74.

BEG N fail ed--conpilation aborted at /usr/local/onk/bin/../lib/OW Comron. pm |ine 74.

Conpi lation failed in require at /usr/local/onk/bin/opdiffconfigs.pl |ine 40.

BEG N fail ed--conpilation aborted at /usr/local/onk/bin/opdiffconfigs.pl line 40.

The configuration conparison tool has detected sonme differences between the shipped defaults (in /usr/local/onk
/install) and the active settings (in /usr/local/onk/conf).

The affected files are: opMdul es. nm s opConmon. nm s

A detailed listing of these differences has been saved in /tnp/ Open-Audl T- confi g-di f fs-2014- 08- 20.

You shoul d review those differences (using less or an editor |ike nano, vi or enacs) and adjust your
configuration settings accordingly.

Hit <Enter> when ready to conti nue:

e e B L e o

Opmant ek Daenon Startup

B e B B L R RS m e

The Opnmant ek daenpn can now be started. It needs to be active to provide the Open-Audl T GU, but you might want
to delay that operation until you have adjusted the configuration files.

Do you want to start the Opmantek daenopn now?
Type 'y' or hit <Enter> to accept, any other key for
Starting OWD

no': y



opEvents not installed or opEvents daenmon init script not installed as /etc/init.d/ opeventsd.

opConfig not installed or opConfig daenmon init script not installed as /etc/init.d/ opconfigd.

B e I o o o o 0 o I o o

Open-AudlI T is Ready for Configuration

B o

This initial installation of Open-Audl T is now conpl ete.

However, to configure and fine-tune the application suitably for your environnent you will need to nake certain
configuration adjustnents.

We highly recoomend that you visit the docunentation site for Open-Audl T at https://comunity. opmant ek. con di spl ay
/ OA/ Horre which will help you to deternine what configuration changes may be required for your environnent.

If you have started the Opnantek daenon, then your new Open-Audl T dashboard shoul d now be accessible at
http://<HOSTNAME_OR | P>/ onk/ oae/

I'f your browser is running on the sane nachine as Open-Audl T was installed onto, this would be http://I| ocal host
/ onk/ oae/

++++++

installation conplete.

+++++++H

root @bunt u1404: / t np/ Open- Audl T- 1. 4. O#
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