Open-AudIT Enterprise - Configuration Guide

Introduction

Open-AudIT Enterprise brings three additional features to leverage your Open-AudIT installation - Dashboard, Maps and Scheduled Reports.

Config File

Most Open-AudIT Enterprise options can be configured in the web GUI, but a few are only in the config file. You
can find the config file at (Linux) /usr/local/omk/conf/lopCommon.nmis and (Windows) c:\omk\conflopCommon.nmis.
Itis a text file so any reasonable text editor can be used to edit it.

Username and Password

You can change the credentials for the Open-AudIT Enterprise user in the config file by editing the oae_username
and oae_password fields. You will have to make corresponding changes in the Open-AudIT Community GUI for this
user (menu -> Manage -> Users -> List Users).

Authorisation

In the config file is a section named authentication. You can verify users logging into Open-AudIT Enterprise using
their Open-AudIT Community credentials if you set auth_method_1 to openaudit in this section. You can have up to
three methods of authentication. openaudit then htaccess are the defaults.

Dashboard

The Dashboard gives a quick overview of important items in the Open-AudIT database. There are (initially) four
distinct graphs:

Devices Discovered over the last 30 Days. This graph should show a relatively consistent line. Any spikes in the
graph represent new devices being discovered and if not explainable, some investigation should occur. An obvious
example is deploying a new batch of replacement Windows PCs would generate a spike - but this is expected. If no
new deployments are occurring and a spike occurs, new devices have been discovered and may be cause for
investigation. you can click on the individual days data point on the graph to show a list of new machines
discovered on that day. From this list you can click a machine name to see the specific machine details as
discovered by Open-AudIT.
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Software Discovered over the last 30 Days. This graph represents any new software packages detected over the
last 30 days of audit. Note that this graph examines software packages, not machines. Therefore a deployment of
(say) Adobe Reader to 100 machines would only represent one new piece of software being discovered on any
given day. You can click the individual days data point on the graph to show a list of the new software packages
discovered. From this list you can click a software package name to see which machines it was detected on, on that
day.
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Devices Not Seen for 30 Days. Items occurring here are devices that have not been detected on the network for
30 days that are still marked as being in production within the Open-AudIT database. This line should be expected
to be consistently as close to zero as possible. Any devices that are considered in production should be audited
more than once every 30 days. Ideally each day.
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Device Type Percentage. A simple pie chart to illustrate the percent of the different device types within the Open-
AudIT database. If the device type of Unknown occurs, this should be investigated as Open-AudIT has seen a
device but was not able to determine its type.
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Device Operating System Type Percentage. A simple pie chart to illustrate the percent of the different operating system types within the Open-AudIT
database.

These dashboard graphs are pre-configured in Open-AudIT Enterprise and updated whenever the page is requested (live). Additional graphs can be
constructed upon request.
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Maps

If you have configured Locations in Open-AudIT with the associated Groups enabled and devices assigned to those Groups, Open-AudIT Enterprise will
show you these Locations using Google Maps and display a pop-up when a marker is clicked, containing the number of device types. The test for each
device type is clickable and upon being clicked will show (inside Open-AudIT) the relevent devices in the particular location. If the Location Name is
clicked, all devices will be shown in that location in Open-AudIT.

To enable Maps, create locations in Open-AudIT (Manage -> Locations > Create Locations) and ensure the Activate Group checkbox is ticked. Next
assign some devices to those locations. You will now see these on the Open-AudIT Enterprise Map by clicking the opMaps icon in the

Open-AudIT header or the Map link on the left side of the Open-AudIT Enterprise Dashboard.

Scheduled Reports

*UPDATE - This is now configurable from the web interface. In Open-AudIT Enterprise, go to Report -> Schedule
Report.
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Configuring Report Generation

NOTE - This has been made largely redundant by the inclusion of Scheduled Task setup in Open-AudIT Enterprise
v1.5.1.

{ "schedule_id": "2", "user_id": "OAE-Dashboard", "report_id": "", "report_nane": "Daily Discovered Devices",
"report_filenane": "DailyDi scoveredDevices.xm", "group_id": "1", "group_nane": "All Devices",
"first_attribute": "<CURRENT_DATE>", "fornat": "table_formatted", "destination": "dashboard",
"destination_address": "", "schedule": "daily", "schedule_hour": "11", "schedule_fron': "2013-06-05",
"last_run": "2013-06-10 09:00: 01", "last_run_status": "success", "enabled": "y" },
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https://community.opmantek.com/display/OA/How+to+Schedule+Tasks+%28Discovery+and+Reports%29+in+Open-AudIT+Enterprise
https://community.opmantek.com/display/OA/How+to+Schedule+Tasks+%28Discovery+and+Reports%29+in+Open-AudIT+Enterprise
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https://community.opmantek.com/display/OA/How+to+create+a+Query+definition
https://community.opmantek.com/display/OA/How+to+create+a+Query+definition
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