NMIS9 - SNMP Basic Configuration

The basic configuration on a device using SNMP. In this example, | am using a CyberPower
UPS 1500VA. We need to go into the UPS Remote Management and allow SNMPv1 or
SNMPv3. We used SNMPV1. So, | need to specify the SNMP community string that will be used

to collect.

We configured it as SNMP community string nmisGig8.

This is the PDNU that CyberPower used to assign an IP Address for the UPS Remote Management. It was assigned 192.168.0.107.

PDNU | Device (1)

:=2]
Q|2 +| &
oe MAC Address Version Account IP Address DHCP Time 1Up Time Nan
Il A 4 All v ~ All -
I UPS 00:0C:15:04:C7:34  1.3.4.0 ® 192.168.0.107 true 2023-01-21 16:44:04 124H:54M:31S RM



C)" bE'I'POWEI" UPS Remote Management

Mame | admin |

Password | |

(| Automatic Login

Administrator login from182.168.0.7 -l [Logout] -

'nn'm -..u.nm | Summary | UPSs | Log |M| Help

SNMPv1
General SNMPV1 Service
sei Allow Access
Network Service
ToPva
TCP/IPvG

- SNMPv Service

SHNMPv1 Access Control

SNMPY3 Service Community IP Address Access Type

Web Service 0.0.0.0 Read Only

Console Service private 0.0.0.0 Read \Write
FTP Service public2 0.0.0.0 Forbidden
Notification
ResetfReboot
About

public3 0.0.0.0 Forbidden




After you have configurated the CyberPower UPS Remote Management. You can go on CLI and
test the communication of your device

[omkadm1n@omk-vm9-centos7 ~]%

[omkadmin@omk-vm9-centos7 ~]% snmpwalk -vl1 -c nmisGig8 -obentu 192.168.0.107 1.3.6
STRING: UPS SNMP cCard

oIp: .1.3.6.1.4.1.3808.1.1.1

45009000

STRING: Administrator

STRING: RMCARDZ205

STRING: Server Room

INTEGER: 72

INTEGER: 2

INTEGER: 1

INTEGER: 2

STRING: ag...

STRING: ..=

INTEGER: O

INTEGER: 18

INTEGER: 1500

INTEGER: 4657

Gauge32: 10000000

Gauge32: 134222401

STRING: 0:c:15:4:c7:34

STRING:
INTEGER:
INTEGER:
INTEGER:
INTEGER.:
44683800
134222405
Counter32:
Counter32:
Counter32:
Counter32:
Counter32:
Counter32:
Counter32: 0
Counter32: 134222421
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Now you can add Node for your UPS with the configuration info that you created.



&} NMIS 9.4.0 - localhost [NMIS Modules

HNetwork Statuz Network Performance MNetwork Toolz Reporis Service Desk

Setup System

NMIS Modes {devices)
L} L]
[}
[Chsp

Mon 7:57 %
ICyberPower1500va |
=created on save=
[192.168.0.107 |
I |
[ NMISS w |
|Enter new Group value |
InmisGig8 |
phons
I |
I |
BIWVICE ANAQEMmE Jphons
| Opmantek w |
Core Metwork "
Web Page
eCommerce
eMail
-
| Development w |
T i . ] UL LN L L) ILK
[Node Context |
[https://somelink.com/map/thing/ |
1 N L) = LD el L PE" = LA = il | [0
[55H to Node |
fssh://$host |
fira Liphions

I |

A
| core v |
[ wan v |
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Display Name

Notes
4
Role Type core v
Net Type ‘wan v |
Location Cloud v |
Advanced Options
Polling Policy  default v |
Model automatic | V]
Active true v
Ping true v
Collect true k v
CBQoS _none V]
Threshold true v |
Web Server false v
a
CyberPower1500va
Win2012
Win2022
v
a
SNMP_Daemon
Services SNMP_Service
check disk write
dns
http v
Time Zone |0
SNMP Settings
SNMP Version 'snmpvl | v
SNMP Max Message Size [1472
SNMP Max Repetitions [o
SNMP Port [161
SNMP Usermname |
SNMP Context |
SNMP Auth Password [
SNMP Auth Key |
SNMP Auth Proto 'md5 v ]
SNMP Priv Password [
SNMP Priv Key [
SNMP Priv Proto ' des M

* mandatory fields.

I 1y




|| ||Add and Update Node] IM |cancel| fél

After, you "Add and Update Node" button. That will be the result.

CyberPower1500va Sat 16:34 %

CyberPower1500va interfaces active intf events outage Diagnostic ~ contact location

System Name RMCARD205
IP Address
Backup IP Address Key Performance Indicators
Group NMIS9 CyberPowerl500va - 2 days
Customer Opmantek 100
. g 50
Location Cloud
0 + »
Business Service Fri 00:00 Fri 12:00 Sat 00:00 Sat 12:00
] B Reachability KPI  Avg -nan% [ Availability KPI Avg -nan%
Service Status Development I Response KPI Avg -nan% M CPUKPI Avg -nan%
H MEMKPI Avg -nan% [ SWAP KPI Avg -nan%
Notes B Interface KPI  Avg -nan% [ Disk KPI Avg -nan%
) Overall Health Avg -nan%
Type generic
Model Default Overall Reachability, Availability and Health
Polling Policy default CyberPower1500va - 2 days
£ 100 -
Uptime 5 days, 4:40:27 E 50
SNMP Location Server Room R 04 "
Fri 00:00 Fri 12:00 Sat 00:00 Sat 12:00
Contact Administrator B Health Avg 100.000% M Reachability Avg 100.000%
L B Availability Avg 100.000% M Ping_loss Avg 0.000%
Description UPS SNMP Card O Planned Outage Avg 0.000%
Last Ping 21-Jan-2023 23:33:21
g CyberPowerl500va - 2 days
Last Collect 21-Jan-202323:29:49 || £ 9200m
u :
Last Update 21-Jan-2023 23:29:42 || £ 830m
§ 800 m >
Vendor Cyber Power System Inc. || U Fri 00:00 Fri 12:00 Sat 00:00 Sat 12:00
Object Name enterprises.3808.1.1.1 B Response msec. Avg 0.87 msec  Max 0.87 msec
Role core IP Utilisation
Net wan P CyberPowerl500va - 2 days
g 1.0
-~
v 0.5
[¥]
mn
a 0.0+ >
=8 Fri 00:00 Fri 12:00 Sat 00:00 Sat 12:00
B IP Packets Sent Avg -nan [ IP Forwarded Avg -nan
B IP Received Avg -nan W IP Local Avg -nan y
&




How to Tuning your SNMP


https://community.opmantek.com/display/NMIS/SNMP+Tuning
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