How to Configure WMI on the Windows Server

Introduction

This article will present the 6 steps on how to configure WMI on the Windows Server to be able
to communicate with the NMIS9 application to be monitored as a node.

STEP 1 - Enabled these services to start automatically on services.msc (server, remote
registry, and Windows Management Instrumentation).

Right-click on the Windows symbol then click on the run option.
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The run window will pop-up then type service.msc.
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Check if the Server service is status running and the startup type is automatic.
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Server Mame - Description Status Startup Type Log On As Z
S‘ﬂ Remote Registry Enables rem... Automatic (Trigger Start) Local Service
Stop the service i%Resul‘tant Set of Policy Provider Provides a n... Manual Local Syste..
Restart the service C.,ﬁ Routing and Remote Access Offers routi... Disabled Local Syste...
C..,ﬁ RPC Endpoint Mapper Resolves RP.. Running  Automatic Metwork 5...
Description: C..,m Secondary Logon Enables star... Manual Local Syste...
Supports file, print, and named-pipe i%Secure Socket Tunneling Protocol Service  Provides su.. Manual Local Service
sharing overthg net\o\fork.forthis ié' Security Accounts Manager Thestartup ... Running  Automatic Local Syste...
computer. If this service is stopped, = = = n =
these functions will be unavailable, If [ Supports fil... Automatic Local Syste...
this service is disabled, any services oy onell Hardware Uetection Frovides no.. Running  Automatic ocal Syste...
that explicitly depend onitwillfailte % smart Card Manages ac... Disabled Local Service
start. C..,m Smart Card Device Enumeration Service Creates soft... Manual (Trigger Start) Local Syste...
i%Smar‘t Card Removal Policy Allows the s... Manual Local Syste...
S'x:- SMMP Trap Receives tra... Manual Local Service
.\Cm Software Protection Enables the ... Automatic (Delayed Start, Trig..  Metwork S...
i%SpeciaIAdministration Console Helper Allows adm.. Manual Local Syste..
'\\Y C.,ﬁ Spot Verifier Verifies pot... Manual (Trigger Start) Local Syste...
C.m S5DP Discovery Discowvers n... Disabled Local Service
i%StorageTiers Management Optimizes t... Manual Local Syste..
i%Superfetch Maintains a... Manual Local Syste...
C..,m System Event Notification Service Meonitors sy.. Running  Automatic Local Syste...
C..,m System Events Broker Coordinates... Running  Automatic (Trigger Start) Local Syste.. |=
ic—.}%Task Scheduler Enables a us.. Running  Automatic Local Syste...
i%TCP!IP MNetBIOS Helper Provides su.. Running  Automatic (Trigger Start) Local Service
:%Telephony Provides Tel... Manual Metwork 5.
i%Themes Provides us..  Running  Autematic Local Syste...
iS-;;}';.Thread Ordering Server Provides or... Manual Local Service
i%UPnP Device Host Allows UPn... Dizabled Local Service
S‘ﬂ User Access Logging Service This service... Running  Automatic (Delayed Start) Local Syste...
ng;. User Profile Service This service .. Running  Automatic Local Syste...
£ Wirbnial Dicke Pronsides m Runninn__ Manual | neal Guete |
Extended  Standard /

[ReRTmRENiG

Check if the Remote Registry service is status running and the startup type is automatic.
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Remote Registry Name - Description Status Startup Type Log On As Z
. Remote Desktop Services Allows user... Manual Metwork 5.

Start the service C..xg, Remote Desktop Services UserMode Port...  Allows the r... Manual Local Syste...
ic-..,:y}',Remote Procedure Call (RPC) The RPCS5.. Running  Automatic Metwork S...

Description: . Remote Procedure Call (RPC) Lacator In Windows... Manual Metwork S...

Enables remote users to modify ARemote Registr Enables rem... Automatic (Trigger Start) Local Service

registry settings on this computer, If T EE AL y - Toviqesan ¥ ETITE OCH BUEIE

this service i.s .HOPPEd’ the registry . LiRouting and Remote Access Offers routi... Disabled Local Syste...

can be modrﬁe.d only.by.use.rs on this 5 RPC Endpoint M Resolves RP Runni Aut " Network S

computer. If this service is disabled, il ndpoint Mapper esolves RF..  Running omatic O 2,

any services that explicitly depend on . Secondary Logon Enables star... Manual Local Syste...

it will fail to start. i%Secure Socket Tunneling Protocol Service  Provides su.. Manual Local Service
i%Securi'tyAccounts Manager Thestartup .. Running  Automatic Local Syste...
C..xg, Server Suppertsfil..  Running  Automatic Local Syste...
Qg, Shell Hardware Detection Provides no.. Running  Automatic Local Syste...
i%Smar‘t Card Manages ac... Disabled Local Service
C.m Smart Card Device Enumeration Service Creates soft... Manual (Trigger 5tart) Local Syste...

% .,C,\g Smart Card Reroval Policy Allows the s... Manual Local Syste...
C.m SMMP Trap Receives tra... Manual Local Service
C.m Software Protection Enables the ... Autornatic (Delayed Start, Trig...  MNetwork 5... ]
%, Special Administration Console Helper Allows adm... Manual Local Syste...
C..xg, Spot Verifier Verifies pot... Manual (Trigger Start) Local Syste.. | =
C..xg, S5DP Discovery Discovers n.. Disabled Local Service -
iS-;y}',StorageTiers Management Optimizes t... Manual Local Syste...
i%SuperFetch Maintains a... Manual Local Syste.. ||
C.m Systern Event Notification Service Monitors sy...  Running  Automatic Local Syste...
.,C,\g Systern Events Broker Coordinates.. Running  Automatic (Trigger Start) Local Syste...
i%Task Scheduler Enables a us.. Running  Automatic Local Syste...
i%TCP!IP MNetBIOS Helper Provides su.. Running  Automatic (Trigger Start) Local Service
i%Telephony Provides Tel... Manual Metwork 5...
i%Themes Provides us.. Running  Automatic Local Syste.. |
% Thread Ordering Senser Prowvides nr Manual Lacal Senvice |
Extended / Standard /

Check if the Windows Management Instrumentation service is status running and the startup

type is automatic.
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Windows Management Name - Description Status Startup Type Log On As ~
Instrumentation "%, UPnP Device Host Allows UPn... Disabled Local Service
) ié.,;;User Access Logging Service This service .. Running  Automatic (Delayed Start) Local Syste...
%:ZE:EZEiE Sg User Profile Service This service .. Running  Automatic Local Syste...
Restart the service L4 Virtual Disk Provides m...  Running  Manual Local Syste...
. Volume Shadow Copy Manages an... Manual Local Syste..
i%WindowsAudio Manages au... Manual Local Service
Desc.ription: . 2% Windows Audio Endpoint Builder Manages au... Manual Local Syste...
Provides a common interface and o P g v
object model to access management i&.?Windows Color System The WesPlu... Manual Local Service
information about operating system, 2, Windows Connection Manager Makes auto... Running  Automatic (Trigger Start) Local Service
devices, applications and services. If % \Windows Driver Foundation - User-mod... Creates and... Manual (Trigger Start) Local Syste...
th!s service is stopped, mosF 2 Windows Encryption Provider Host Service  Windows E... Manual (Trigger Start) Local Service
Windows-based software will not o wp 99
function properly. If this service is i%}.?Windows Error Reporting Service Allows error... Manual (Trigger Start) Local Syste...
disabled, any services that explicitly . Windows Event Collector This service ... Manual Metwork 5...
depend on it will fail to start. 2% Windows Event Log This service ... Running  Automatic Local Service
ié.,';;;Windows Firewall Windows Fi... Running  Autornatic Local Service
:QWindows Font Cache Service Optimizes p... Running  Autormatic Local Service
iQ{;Windows Installer Adds, modi... Manual Local Syste...
’\\\ 2% Windows Licensing Manitoring Service This service .. Running  Automatic Local Syste...
*1Windows Management Instrumentation  Provides ac... Running  Automatic Local Syste
o Windows Modules Installer nables in vianua ocal syste
if,;;,Windows Presentation Foundation Font ...  Optimizes p... Manual Local Service
ié.,;;Windows Remote Management (W5-Ma... Windows R.. Running Autornatic Metwork S...
:QWindows Store Service (WSService) Provides inf... Manual (Trigger Start) Local Syste...
i%WindowsTime Maintains d... Running  Manual (Trigger 5tart) Local Service
i%Windows Update Enables the ... Manual (Trigger Start) Local Syste...
i%WinH'I_I'P Web Proxy Auto-Discovery Ser.. WinHTTPi..  Running  Manual Local Service
iQ‘;Wired AutoConfig The Wired ... Manual Local Syste...
iQ‘;WMI Performance Adapter Provides pe... Manual Local Syste...
i%Workstation Creates and... Running  Autornatic Metwork 5...
W
Extended /(Standard/
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OBSERVATION: If these services are not running. You need to right-click on the service and
then click on Start.

* 3 Windows Management [nstrurmentation Provides a c... Automatic I nral Sucta

i%Windows Modules Installer Enables inst... Manual
7 Windows Presentation Foundation Font ... Optimizes p... Manual Stop
i%Windows Rermote Management (W5-Ma... Windows R..  Running  Automatic Pauze
i%Windows Store Service (WS5ervice) Provides inf... Manual (Trigger Start) Resume
L5 Windows Time Maintains d... Manual (Trigger Start) Rectart
- esta
i%Windows Update Enables the ... Manual (Trigger Start)
LA WIinHTTP Web Proxy Auto-Discovery Ser.. WinHTTP i..  Running  Manual All Tasks e
J%Wired AuteConfig The Wired ... Manual Befresh
L2 WMI Performance Adapter Provides pe... Manual
= . . . Properties
% Workstation Creates and... Running  Automatic
Help

After you click Start it will Load the service.



Qﬂ Services (Local)

- Description Status Startup Type Log On As ~
e Host Allows UPn... Disabled Local Service
Windows is attempting to start the following service on Local Computer... s Logging Service This service ... Automatic (Delayed Start) Local Syste...
) E Service This service .. Running  Automatic Local Syste...
Windows Management Instrumentation i X

Provides m... Running  Manual Local Syste...

adow Copy Manages an... Manual Local Syste...
- hudio Manages au... Manual Local Service
kudio Endpeoint Builder Manages au... Manual Local Syste...
olor System The WesPlu... Manual Local Service
onnection Manager Makes aute.. Running  Automatic (Trigger Start) Local Service

Windows-based software will not 2}, Windows Driver Foundation - User-mod... Creates and... Manual (Trigger Start) Local Syste...
ZL:::;: ::’ 2:;‘1:;:,{}l‘;z"ll;;e;;iecli;y -S:-E_Q;Windows Encryption Provider Host Service Windows E... Manual (Trigger Start) Local Service
depend on it will fail to start. -S.-:_Q)Windows Error Reporting Service Allows error... Manual (Trigger Start) Local Syste...
. Windows Event Collector This service ... Manual Metwork 5.
-%Windows Event Log This service .. Running  Automatic Local Service
-%Windows Firewall Windows Fi.. Running  Automatic Local Service
-%Windows Font Cache Service Optimizes p... Running  Automatic Local Service

-%Windows Installer Adds, modi... Manual Local Syste...

-%Windows Licensing Monitoring Service This service .. Running  Automatic Local Syste...

% Windows Management Instrurmentation Provides a c... Automatic Local Syste...

-%Windows Modules Installer Enables inst... Manual Local Syste...
-%Windows Presentation Foundation Font ...  Optimizes p... Manual Local Service

-%Windows Remote Management (W5-Ma... WindowsR... Running  Automatic Metwork 5.

-%Windows Store Service (WSService) Provides inf... Manual (Trigger Start) Local Syste...
-%WindowsTime Maintains d... Manual (Trigger Start) Local Service

-%Windows Update Enables the ... Manual (Trigger Start) Local Syste...
-%WinHTI'P Web Proxy Auto-Discovery Ser.. WinHTTPi.. Running Manual Local Service

-S;;Wired AutoConfig The Wired ... Manual Local Syste...

-S:;;WMI Performance Adapter Provides pe... Manual Local Syste...

-%Workstation Creates and... Running  Automatic Metwork 5.

W
Extended /(Standard/
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If the Startup type is not selected Automatic you can right-click and then Properties.

-%Windows Licensing Monitoring Service This service .. Running  Autormatic Local Syste...
- :

Windows Management Instrumentation  Provides a ... Running  Autor

Start

25 Windows Modules Installer Enables inst... Fanu Local Syste...
;. Windows Presentation Foeundation Font ... Optimizes p... Manu Stop Local Service
-%Windows Remote Management (W5-Ma... Windows R..  Running  Auton Pause Metwork 5...

-%Winduws Store Service (WSService) Provides inf... Manu Resurme Local Syste...
-%WinduwsTime Maintains d... Running  Manu Festart Local Service
5 Windows Update Enables the ... Manu e Local Syste...
L5 WinHTTP Web Proxy Auto-Discovery Ser.. WinHTTP i..  Running  Manu & Local Service
£ Wired AuteConfig The Wired ... Manu Refresh Local Syste...
-%WMI Performance Adapter Provides pe... Manu Local Syste...
£ Workstation Creates and... Running  Autor Metwork 5.

On the Startup Type, this is a drop-down. Select Automatic.



General | Log On

Service name:

Dizplay name: Windows Management Instrumentation

Description: Provides a common interface and object model to
ccess management information about operating

Path to executable:
CAWindows \system 32 avchost exe 4 netsves

Startup type: Automatic

_ Dizabled
Service status: HUnnINg

Start Stop Pause Resume

‘fou can specify the start parameters that apphy when you start the service
from here.

Stark parameters:

STEP 2 - Enabled Distributed COM - DCOM for Windows Server

Right-click on the Windows symbol then click on the run option. The run window will pop-up
then type dcomcenfg.
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Go to My Computer then right-click select Properties.
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e 2E X5 6= 8 DR

(21 Console Root MName Actions
4 %, Component Services | COM+ Applications My Computer -
4[] Computers | DCOM Config .
4 [18 My Computer 2 o More Actions

“—p Processes

I ] COM+ Ap Refresh all companents ted Transaction Coordi...

[» el DCOM Cd View v
[+ || Running f R 0
b [ Distribute ew Window from Here
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Help

Opens the properties dialog box for the current selection.
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On My Computer Properties go to the Default Properties tab, Check the box Enable Distributed
COM on this computer, on the Default Authentication Level: Connect, and on Default
Impersonation Level: Identity. After your selected, all these options, click on the OK button for
the changes to take effect.
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%, File Action View Window | My Computer Properties B

o= XE G Defoult Protocols | COM Segy__|___anTe
i Default Properti —
[Z3 Console Root General | Options I 2t Foperies Actions
4 . Component Services I Enable Distributed COM on this computen My Computer -
4[| Computers
[ Enable COM Intemet Services on this computer More Actions »

4 (& My Computer
p [ COM+ Applications
p ] DCOM Cenfig
b [ Running Processes

- || Distributed Transactid izati h
[ @ Ewvent Viewer (Local) IConnect W

. Services (Local)

Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.
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Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

Provide additional security for reference tracking

Leam more about setting these properties.
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STEP 3 - Configuring DCOM communication for Windows Server

Sames steps as Step 2, But now you will select the Default Protocols tab. It needs to be listed as
Connection-oriented TCP/IP.
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s 7 x D lal [= E General | Cptions | Default Properties
5 Console Root Default Protocals I COM Security I MSDTC
43 Cpmponent Services DCOM Protocols mputer -
4 || Computers

a & My Computer Ewl re Actions »
p [ COM+ Applications
p ] DCOM Cenfig
p [ Running Processes

I || Distributed Transaction Coordinator
1 2] Event Viewer (Local)
I ‘L Services (Local)

Description

The set of network protocols available to DCOM on this machine. The
ordering of the protocols reflects the priority in which they will be used,
with the top protocol having first priority.

Leam more about setting these properties.
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If it is not list it. Click on the Add button then selected the Connection-oriented TCP/IP option.

Select DCOM protocol -

Please select the DCOM netwark protocol sequence that you want
:-—.__,.—- to add.

Protocol Sequence: Connection-orented TCP/IP W

Connection-onented TCPAP
Tunneling TCP/IP

QK | ncel |

STEP 4 - Configuring User Accounts for DCOM on Windows Server
Sames steps as Step 2, But now you will select the COM tab.

On the Access Permission part, select the Edit Default button.
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%. File Action View Window Help My Computer Properties I_-

@ ‘$ ¥ ] x B L E | General | Options | Default Properties
{3 Console Root Default Protocals .i COM Secunty 1- MSDTC
4 8 C..omponent Services I Arccess Pemissions I mputer .
4[] Computers ou may edt who is allowed default access to applications. You may .
4 & My Computer also set limits on applications that detemmine their own pemmissions. re Actions b

p [ COM+ Applications

. Caution: Modifying access pemissions can affect the abili
» (7 DCOM Config g P 4

% of applications to start, connect, function and/or run

p || Running Processes securely.

I» [ | Distributed Transaction Coordinator
I @ Event Viewer (Local) | Edit Limits... | I Edit Default... I
I L5 Services (Local)

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation pemissions can
\  affect the ability of applications to start, connect, function
and/or run securely.

EdiLimits.. | | Edit Defaut..

Leam more about setting these properties.
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On the user's permission configure the Local Access and Remote Access to Allow.
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. File Action View Window Help My Computer Properties
L] $ General | Options Default Properties
1 Console Root Default Protocols |~ COM Securty MSDTC
4 (% Component Services L, =] o eee -
4[] Computers Access Permission p :
4 (% My Computer re Actions »
p [ COM+ Applications Default Security
b '—_ DCOM Config Group or user names:
I» 1 E.unr.lng Pdr?rcesses oo _-‘;_J_"SELF
[ - istributed Transaction Coordinator S_a_"SYSTEI'\"I
b @ Event Viewer (Local) b Y Administrator (WIN-MMKMP 1PLMLINAdministrator)
b % Services (Local) 82, Administrators (WIN-MMKMP1PLMLI"Administrators)
| Add... | | Remave |
Permizsions for Administrator Allow Deny
Local Access O
Remote Access O
U
— ok || cancel
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On the Launch and Activation Permissions part, select the Edit Default button.
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{3 Console Root Default Protocals COM Securty MSDTC
4 (% Component Services issi
- P Access Pemmissions mputer -
4[] Computers ‘You may edit who is allowed default access to applications. You may
4 & My Computer also set limits on applications that determine their own pemissions. re Actions »
~| COM+ Applicati
b - WAL |.ca ons Caution: Modifying access pemissions can affect the ability
I -] DCOM Config % of applications to start, connect, function and//or un
[ Running Processes securely.
I || Distributed Transaction Coordinator
[ Q Event Viewer (Local) | Edit Limits... | | Edit Default...
I L Services (Local)

I Launch and Activation Pemissions '
ou may edt who iz allowe: ault to launch applications or

activate objects. You may also set limits on applications that
determine their own permissions.

Caution; Modifying launch and activation pemissions can
% affect the ability of applications to start, connect, function
and/or run securely.

[ Edtlmts.. | | EdtDefaut. |

Leam mare about sstting these properties.
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On the user's permission configure the Local Launch, Remote Launch, Local Activation, and
Remote Activation to Allow.
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STEP 5 - Configuring Firewall on Windows Server

Right-click on the Windows symbol then click on the run option. The run window will pop-up
then type wf.msc.

OBSERVATION: The firewall is located between your NMIS9 application and the Windows
Server. So, you need to configure the firewall as an exception to permit DCOM communications.
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We need to create one Inbound Rule to allow communication between the Windows Server and
the NMIS9 application. So, right-click on Inbound Rules and then the New Rule option.
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e 2@ = d

@ Windows Firewall with Advance [l 2 | Actions

Group “ Profile Enabled Action | ~ | _

ectory Domain Controller - Ec...  Active Directory Domain Ser..  All Allow ﬁ Mew Rule...
Filter by Profile rectory Domain Controller - Ec..  Active Directory Domain Ser..  All Allow
Filter by State rectory Domain Controller - LD...  Active Directory Domain Ser...  All Allow
Filter by Group rectory Domain Controller - LD...  Active Directory Domain Ser..  All Allow SF Filter by State

r— Connecti

p % Manitorir S7 Filter by Profile

p rectory Domain Controller - LD...  Active Directory Domain Ser...  All Allow “F Filter by Group
iew

rectory Domain Controller - Met...  Active Directory Domain Ser..  All Allow View
rectory Domain Controller - SA..  Active Directory Domain Ser..  All Allow
rectory Domain Controller - SA...  Active Directory Domain Ser...  All Allow Refresh
rectory Domain Controller - Sec...  Active Directory Domain Ser...  All Allow Export List...
- rectory Domain Controller - Sec...  Active Directory Domain Ser...  All Allow E Help
oActi\.re Directory Domain Controller - W3...  Active Directory Domain Ser...  All Allow
(@ Active Directory Domain Controller (RPC)  Active Directory Domain Ser... Al Allow _
oActi\.re Directory Domain Contreller (RPC...  Active Directory Domain Ser..  All Allow Disable Rule
oActi\.re Directory Web Services (TCP-In) Active Directory Web Services Al Allow
. BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr...  All Allow ‘g Cut
.BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Allow Copy
. BranchCache Peer Discovery (W5D-In) BranchCache - Peer Discove... Allow x Delete
. COM+ Metwork Access (DCOM-In) COM+ Metwork Access All Allow
. COM+ Remote Administration (DCOM-In) COM+ Remote Administrati...  All Allow
OCore MNetworking - Destination Unreacha... Core Networking Allow
OCore MNetworking - Destination Unreacha... Core Networking Allow
OCore MNetworking - Dynamic Host Config... Core Networking Allow
OCore MNetworking - Dynamic Host Config... Core Networking Allow
oCore MNetworking - Internet Group Mana... Core Networking Allow
OCore Metwerking - IPHTTPS (TCP-In) Core Networking Allow
0 Core Networking - IPv6 (IPvi-In) Core Networking Allow
°Core Metworking - Multicast Listener Do...  Core Networking Allow
OCore MNetworking - Multicast Listener Qu...  Core Networking Allow
gCore Metworking - Multicast Listener Rep... Core Networking Allow | v|
< m [ [>

Properties

0 )

Select Custom and click the Next button.
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File Action View Help

e 2[E =
@ Windows Firewall with Advance [T
&3 Inbound
&% Outboung
fn Connectid Rule Type

I % Menitori

Select the type of firewall rule to create.

Steps:

Rule Type: What type of rule would you like to create?

Program

Protocol and Ports O Program
Rule that controls connections for a program.

Action ) Port

Profile Rule that controls connections fora TCP or UDP port.

-
-
-
@ Scope
L
L
@ Name O Predefined:

|ﬂu::ti\re Directory Domain Services

I Rule that controls connections for a Windows experience.

_® Custom |

i

B @ X @ &= ®

Mew Rule...
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

Disable Rule
Cut

Copy
Delete
Properties

Help

v v w v

Select All programs, and click the Next button.
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File Action View Help

@ 55 =
@ Windows Firewall with Advance [T 2 Actions
&3 Inbound

&Y Outbound
fn Connecti{ Program
I+ % Monitori . X
Specify the full program path and executable name of the program that this rule matches.

ﬁ Mew Rule...
N Filter by Profile
N Filter by State

Steps: “F  Filter by Group
Rule Type Does this rule apply to all programs or a specific program 7

v v w v

View
P
rogrEm _ 6l Refresh
Protocol and Ports X
all connections on the computer that match other rule properties. Export List...
Help

Action
) This program path:
Profile |

-
-
-
@ Scope
L
o
o

Name: @ Disable Rule
BExample: c:\path'program exe
“Program Files %.\browser'browser exe ﬁg’ Cut
Copy
— Servi x Delete
Specify which services this rule applies to. Properties
Help

‘l"E 1N

On the Protocol Type drop-down list, select TCP, and the Next button.
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File Action View Help

e x[@ =8

ﬂ Windows Firewall with Advance BEVEITTRHTES
&3 Inbound
&% Outboung

%4 Connecti{| Protocol and Ports
1 B Monitori

Filter by Profile

Specify the protocols and ports to which this rule applies. g
T Filter by State
Steps: 7

Filter by Group
Rule Type To which ports and protocols does this rule apply?

v v v v

View
P
roarsm Refresh
Protocol and Ports i
Export List...
E Help

Action

Profile [ a1 Ports
Name | # Disable Rule

L
L]
-
@ Scope
L]
L]
L]

Example: 80, 443, 5000-5010 4 cut
|NI Ports Copy

| | x Delete

Example: 80, 443, 5000-5010 Properties
Ly Intemet Control Message Protocol E Help

({ICMP) settings:

[ 40 =

On Which remote IP Addresses does this rule apply, select these IP Addresses, and click on
Add button. On the IP Address, on the pop-up window select this IP address or subnet. Then,
click the OK button and the Next button.
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@ Windows Firewall with Advance [T b T
Inbound -

EZ Inbound § g New Inbound Rule Wizard

&5 Outboun Specify the |P addresses to match:

!“- Connecti{  Scope

B, Menitori i :

b E ontten) Specify the local and remote |P addresses to which this rule applies. O T e
[152.168.0.0/24
Steps: - Sl
192.168.1.0/24
@ Rule Type 2002:9d3b:1a31:4:208: 74 fe 39:6c43
B 2002:9d3b:1231:4:208:74f fe 39:0/112
@ Frogram Which local IP addresses does this rule apply to? )
@ Protocol and Ports ® Any IP address (O This IP address range:
@ Scope () These IP addresses: Fom: |
@ Action To: |
@ Profie () Predefined set of computers:
Ly

@ HMame | Default gateway

Customize the interface types to which this rule applies:

Which remote IP addresses does this rule apply to?
(@] Any IP address
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Select Allow the connection, and click the Next button.



Windows Firewall with Advanced Security

File Action View Help
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@ Windows Firewall with Advance [ s 00 =

Steps:
Rule Type
Program
Protocol and Ports
Scope
Action
Profile

Name

Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

s that are protected with |Psec as well as those are not.

) Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection

@

Mew Rule...
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

Disable Rule
Cut

Copy

Delete
Properties

Help
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Select one or more rules that the new rule applied, and click the Next button. If no objection

selects all of them.
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@ Windows Firewall with Advance

&% Outboung
ru Connectid

Inbound Rules

Profile

Specify the profiles for which this rule applies.

Steps:
Rule Type

Program

Protocol and Ports

Action

L

L

L

& Scope
L]

@ Profile
L]

Name

P Windows Firewall with Advanced Security
File Action View Help
@« nE 3

When does this rule apply?

— ©
Domain
Applies when a computer is connected to its corporate domain.
7
[+ Private .
Applies when a computer is connected to a private network location, such as a home
orwork place.
[+] Public
Applies when a computer is connected to a public networlk location.

B @ X 7 =

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

Disable Rule
Cut

Copy
Delete
Properties

Help
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Now give the rule a name and click on the Finish button.
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@ Windows Firewall with Advance [T 2
&3 Inbound

Monitori
4 % onrtarn Specify the name and description of this rule.

Steps:
Rule Type
Program

Protocol and Ports
Name:

WMI_nbound_nle |

Action
Profile

-
-
-
& Scope
L
L
o

Mame:

ﬁ Mew Rule...
Filter by Profile
Filter by State

Filter by Group

<4<

View
Refresh
Export List...

B

Help

Disable Rule
Cut

Copy
Delete

Properties

B @ X @ o ®

Help

v v v v

That will be the result of the WMI_Inbound_rule.

0 )
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@ Windows Firewall with Advance
&3 Inbound Rules
Outbound Rules
¥ Connection Security Rules
I % Meonitoring

Inbound Rules

WMI_Inbound_rule

v ve Directory Domain Controller - Ec..,
@Active Directory Domain Controller - Ec...
@Active Directory Domain Contreller - LD...
@Active Directory Domain Contreller - LD...
@Active Directory Domain Contreller - LD...
@Active Directory Domain Controller - Met...
@Active Directory Domain Contreller - SA..
@Active Directory Domain Controller - SA...
@Acti\.re Directory Domain Controller - Sec...
@Active Directory Domain Contreller - Sec..
@Active Directory Domain Controller - W3...
@Active Directory Domain Controller (RPC)
@Active Directory Domain Contreller (RPC...
@Active Directory Web Services (TCP-In)
. BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (W5D-1n)
. COM+ MNetwork Access (DCOM-In)
. COM+ Remote Administration (DCOM-In)
@Core MNetworking - Destination Unreacha...
@Core MNetworking - Destination Unreacha...
@Core MNetworking - Dynamic Host Config...
@Core MNetworking - Dynamic Host Config...
@Core MNetworking - Internet Group Mana...
@Core Metworking - IPHTTPS (TCP-In)
@Core Metwaorking - 1PvE (IPvE-In)
@Core MNetworking - Multicast Listener Do...

@Core MNetworking - Multicast Listener Qu...
<] [T [

Active Directory Domain Ser...

Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Domain Ser..
Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Domain Ser...
Active Directory Web Services
BranchCache - Content Retr...

BranchCache - Hosted Cach...

BranchCache - Peer Discove...
COM+ Network Access
COM+ Remote Administrati...
Core Networking

Core Networking

Core Networking

Core Networking

Core Networking

Core Netwerking

Core Networking

Core Networking

Core Networking

Enabled

Actions

ﬁ Mew Rule...

Filter by Profile

Filter by State

Filter by Group

View

Refresh
5b Export List...
E Help
jalidiclnbondnilce—"‘te
Disable Rule
Cut

Copy
Delete

Properties

B @ X [ &=

Help
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OBSERVATION: NOT REQUIRED. If you would like to test the WMI from a remote site for

instance from the NMIS9 Server using the Windows application wbemtest.

(see the article How to test WMI using the wbemtest)

You will need to create one similar Outbound Rule on the Firewall.


https://community.opmantek.com/display/NMIS/How+to+test+WMI+using+the+wbemtest

File Action View Help

e 7= = 3@

‘ Windows Firewall with Advance Balfia TR ES

&3 Inbound Rules

Cutbound Rules

%% Connection Security Rules
» % Monitoring

/ WMI_OUT _Rules

/ e Directory Demain Controller - Ec... e Directory Domain Ser...
@Active Directory Domain Contreller - Ec...  Active Directory Domain Ser...
@Active Directory Domain Controller (TCP...  Active Directory Domain Ser... Filter by State
@Active Directory Domain Controller (UDP... Active Directory Domain Ser... Filter by Group
@Active Directory Web Services (TCP-Out)  Active Directory Web Services
. BranchCache Content Retrieval (HTTP-O... BranchCache - Content Retr...
@ EBranchCache Hosted Cache Client (HTT... BranchCache - Hosted Cach... Refresh
.BranchCache Hosted Cache Server(HTTP... BranchCache - Hosted Cach... g Export List...
. BranchCache Peer Discovery (WSD-Out) BranchCache - Peer Discove...
@ Core Networking - DNS (UDP-Out) Core Networking
@Core Metworking - Dynamic Host Config...  Core Networking
@Core Metworking - Dynamic Host Config., Core Networking Disable Rule
@Core Metworking - Group Policy (L5AS5-...  Core Networking Domain o
@Core Metworking - Group Policy (NP-Out)  Core Networking Domain
@Core Metworking - Group Policy (TCP-O...  Core Networking Domain =z Copy
@Core Metworking - Internet Group Mana...  Core Networking All x Delete
@ Core Networking - IPHTTPS (TCP-Out) Core Networking All
@ Core Networking - IPvE (IPvE-Out) Core Networking All
@Core Metworking - Multicast Listener Do...  Core Networking All ﬂ Help
@Core Metworking - Multicast Listener Qu... Core Networking All
@ Core Networking - Multicast Listener Rep... Core Networking All
@ Core Networking - Multicast Listener Rep... Core Networking All
@ Core Networking - Meighbor Discovery A... Core Networking All
@ Core Networking - Meighbor Discovery 5. Core Networking All
@Core Metworking - Packet Too Big (ICMP... Core Networking All
@Core Metworking - Parameter Problem (l...  Core Networking All
@ Core Networking - Router Advertisement... Core Networking All

@ Core Networking - Router Solicitation (1C... Core Networking All
<] ] [

Filter by Profile

View

Help

Cut

Properties
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STEP 6 - Configuring WMI User Access for Windows Server

Right-click on the Windows symbol then click on the run option. The run window will pop-up
then type wmimgmt.msc.



Recycle Bin

Run

m===  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

open: [ ] v =@ Windows Server 2012 R2

'ES' This task will be created with administrative privileges.

Windows Server 2012 R2 Standard Evaluation

oK | | Cancel | | Browse.. | Windows License valid for 94 days
Build 9600
- = — m
m e E e

Right-click on WMI Control(Local) then the Properties option.
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wmimgmt - [Console Root\WMI Control (Local)]

= File Action View Favorites Window Help

Recycl @ $ ;’_ D

Console Root
WMI Control (Loca

Connect to another computer ...
View
Mew Window from Here

Mew Taskpad View...

IProper‘ties

Help

Opens the properties dialog box for the current selection.

rumentation (WMI)

s Management Instrumentation (WMI) service.

Actions
WMI Control (Local)

More Actions

= E T E

[ o

T:00 PM
2/2/2023

On the WMI Control (Local) Properties select the Security tab, click on the CIMV2 folder then
click the Security button.
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| C?nsole Root . Actions
i WMI Control (Local) { Wind Manag t Instr ion (WMD) WMI Control (Local)
WMI Control (Local) Properties | ? L] More Actions

Configur

| General I Backup/Restore ISECUI'i'fY |l\dvanced |

Mamespace navigation allows you to set namespace specific security.

= d  Root ~

+--| )1 AccessLogging
[EEPECIMVZE
Ll

i

DEFALLT
directory
Hardware
|1 Interop
] InventaryLogging
Microsoft
Microsoft Active Directory
+ Microsoft s
7| ) msdtc
nap

Policy

RSOP
|11 SFCLRITY

- [

ok || camcel || ooy
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Select the User that will give access to (Administrator) then Execute Methods, Provider Write,
Enable Account, and Remote Enable to Allow.



= wmimgmt - [Console Rooty\WMI Control (Local)]

ﬁ File Action View Favorites Window Help

E]
[Z1 Console Root Actions
i WMI Centrel (Local) Windows Management Instrumentation (WMI) WMI Control (Local)
WMI Control (Local) Properties ] 0x More Actions

Configur]

| General I Backup/Festore | Security |Ad\far1ced |

N Security for ROOT\CIMV2 i
Security

GI’DLIP ar user names:

82, Authenticated Users

52, LOCAL SERVICE

3& NETWORK SERVICE

1 Administrator (WIN-MMKMP1PLMLIAdministrator)
.ﬂ!‘ﬂdministmtors (WIN-MMEMP1PLMLI"Administrators)

| Add... || Remove |

Permissions for Administrator Allow Derry

Execute Methods
Full Write

Partial Write
Provider Write
Enable Account

KKREE

For special permissions or advanced settings,
click Advanced.
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NMIS9 WMI Basic Configuration
Microsoft Release about Windows DCOM issues


https://community.opmantek.com/display/NMIS/NMIS9+-+WMI+Basic+Configuration
https://support.microsoft.com/en-us/topic/kb5004442-manage-changes-for-windows-dcom-server-security-feature-bypass-cve-2021-26414-f1400b52-c141-43d2-941e-37ed901c769c
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